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Internal

Controls

Systematic measures such
as reviews, checks and
balances, methods and
procedures instituted by
an organization



 Compliance with policies, 
rules, regulations and laws

 Assures operational 
effectiveness and efficiency

 Safeguard Company’s 
Assets and Resources

 Deter and detect errors, 
fraud and employee theft

 Ensure accuracy and 
completeness of Accounting 
data

 Produce accurate and 
reliable financial reporting

Purpose of 
Internal Controls
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Trivia Question

4

What Act required improvements to  
Internal Controls in public corporations?



Trivia Answer
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SARBANES-OXLEY ACT OF 2002

 President Bush signed SOX into law 
on July 30, 2002

 Imposes new responsibilities on 
companies and their executive staffs

 Imposes significant penalties for non 
compliance



Types of 
Internal Controls
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Preventive

Detective



Types of Internal Controls

Preventive

 Designed to prevent errors, inaccuracy 
or fraud before it occurs

 Built into financial and payroll systems 
and require a major effort in the initial 
design and implementation stages
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Types of Internal Controls
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Preventive Controls
Examples:

 Segregation of Duties
 System Access Limitations
 Security of Assets



Types of Internal Controls
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Detective 

 Intended to uncover the existence of 
errors, inaccuracies or fraud that has already 
occurred

 Supply the means with which to correct 
data errors, modify controls or recover 
missing assets



Types of Internal Controls
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Detective Controls
Examples:

 Management Review  
 Monthly Reconciliations
 External/Internal Audits



Trivia Question
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What is the most common type 
of Payroll Fraud?



Trivia Answer
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GHOST EMPLOYEES

This term refers to someone on the
payroll who doesn’t actually work for
the company. The ghost frequently is a
made-up person, friend or relative of the
fraudster, who can cash the paycheck by
forging the endorsement or by having an
accomplice deposit the proceeds into

their bank account.



Case Study
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“Keep Ghost off the Payroll”

 Turner, a Payroll Specialist for a large Florida Non-
Profit Organization

 Embezzled $112,000 over the course of 2 years to 
cover medical expenses



Case Study Continued…
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CLUES on Ghost Employee

o Record contained dead person’s SSN
o EmpID was much higher than other employees
o No personnel file or withholding taxes
o The net payroll was lower than the funds issued
o Payroll Summaries format differed
o Multiple direct deposits were made to same account



Case Study Continued…
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Preventive Controls
Segregation of Duties

System Access Limitations

Detective Controls
Management Review

Internal/External Audits



Trivia Question
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Who is responsible for Internal Controls?

 Executive Staff
 Management
 Internal Auditors
 Staff Members



Trivia Answer
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 EVERYONE



EVERYONE

Who’s Responsible for Internal 
Controls



Executive Staff

Who’s Responsible 
for 

Internal Controls
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Management

Who’s 
Responsible for 

Internal Controls
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Internal Auditors

Who’s Responsible 
for 

Internal Controls
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Staff Members

Who’s 
Responsible for 

Internal Controls

22



Trivia Question
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Which Payroll/HR Functions require 
Internal Controls?

 Hiring employees
 Timekeeping
 Preparing the payroll
 Paying the Payroll



Trivia Answer
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 ALL of the Above



Payroll
Internal Controls

Best Practices
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General Payroll Controls

 Audit 
 Change Authorizations
 Change Tracking Log
 Analysis/Exception Reports
 Payment Report to 

Supervisors
 Restrict access to records
 Segregation of duties



Payroll
Internal Controls

Best Practices
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Payroll Calculation Controls

 Automated timekeeping 
systems

 Calculation verification

 Hours worked verification

 Match payroll register to 
supporting documents

 Match timecards to employee 
list

 Overtime worked verification

 Pay change approval



Payroll
Internal Controls

Best Practices
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Check Payment Controls

 Update signature 
authorizations

 Hand checks to employees

 Lock up undistributed 
paychecks

 Match addresses

 Payroll checking account



 Inadequate segregation of 
duties

“We trust ‘A’ who does all of 
those things.”  Remember, in 
general only people we trust can 
steal from us, we watch the 
others

 Inappropriate access to assets

Passwords shared, offices left 
unlocked, cash not secured . . .

Lack of 
Internal Controls
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 Control override

“I know that’s the policy, but 
we do it this way.”  “Just get it 
done, I don’t care how.”

 Inherent limitations

People are people and mistakes 
happen.  You can’t foresee or 
eliminate all risk

Lack of 
Internal Controls
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 Inadequate knowledge of 
policies or governing 
regulations

 Inadequate segregation 
of duties

 Inappropriate access to 
assets

 Form over substance

 Control override

 Inherent limitations

Why Controls 
Don’t Always 

Work
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Trivia Question
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What is the second most common 
type of Payroll Fraud?



Trivia Answer
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TIMESHEET FRAUD

Involves paying employees incorrectly 
for the hours they work.  In some cases, 
companies overpay employees based on 
falsified timesheet submissions. In other 
cases, a payroll clerk may be in on the 
scheme and manually overriding 
employee timesheets to increase the 
number of hours work or even the rate 
of pay.



Case Study
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“Payroll Manager pleads guilty to stealing”

 Donovan, a Payroll Manager for Gold’s Gym in New 
Hampshire

 Embezzled $350,000 from a network of clubs over 
the course of 18 months to support drug addiction



Case Study Continued…
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CLUES on Timesheet Fraud

o Hours paid differed from hours scheduled to work

o Hourly rate paid differed from personnel file

o Employee classification was “Exempt”



Case Study Continued…
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Preventive Controls
Strict Policies for Timesheet Submissions

Segregation of Duties
System Access Limitations

Detective Controls
Regular Audits 

Management Reviews
Internal/External Audits



Management
Internal Controls
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 Maintain personnel records 
independent of payroll and 
timekeeping

 Utilize electronic payroll deposit

 Periodically review employee 
payroll list

 Review paid time off for 
compliance with policy

 Periodically compare payroll 
with personnel records

 Issue pre-numbered payroll 
checks in sequential order

 Payroll bank account reconciled 
by employee outside of the 
department



Management
Internal Controls
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 Restrict access to payroll 
check stock and signature 
stamp

 Periodically review payroll 
withholdings

 Periodically review automatic 
payroll deposits for duplicates

 Require salary changes require 
more than one level of 
approval

 Require supervisor 
authorization of overtime

 Require supervisor review and 
approve time



Payroll Fraud 
FACTS
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 Payroll Fraud happens in 
30% of all companies

 Companies lose on 
average 5% of Revenues 
due to Payroll Fraud

 77% of occupational 
frauds were committed 
by employees working in 
accounting, operations, 
sales, executive mgmt, 
customer service, 
purchasing or finance



Payroll Fraud 
FACTS
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Best Practices for effectively 
preventing and detecting 
fraud

 Establishing an anti-fraud 
hotline

 Adopting an anti-fraud 
policy and code of 
conduct

 Instituting management 
review procedures ad 
fraud training for all staff



Payroll Fraud 
FACTS
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Best Practices Continued…

 Conducting surprise 
audits and external audits 
of internal controls 

 Implementing systems 
that actively monitor and 
analyze company data



Trivia Question
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What is the third most common 
type of Payroll Fraud?



Trivia Answer

42

WORKER MISCLASSIFICATION

Is a type of payroll fraud that’s perpetrated 
by the company itself, intentionally or due 
to a misunderstanding of the rules.
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Questions

?
?
?
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THANK YOU
For Attending


